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AI Driven Intrusion Detection and Prevention 

System (IDPS) 

In recent years, the use of internet-based services and networked systems has increased rapidly. This 

growth has also led to a rise in cyber threats such as hacking, malware attacks, and unauthorized access. Because of 

this, securing network infrastructure has become a major concern for organizations and individuals. Traditional security 

tools like firewalls and rule-based intrusion detection systems are limited in their ability to detect new and unknown 

attacks. They mainly rely on predefined signatures and rules, which makes them ineffective against modern and 

evolving threats. 

 
To address this issue, this project presents an Intrusion Detection and Prevention System (IDPS) based on machine 

learning. The system uses the XGBoost algorithm to analyze network traffic and classify it as normal or malicious. It 

continuously monitors packets flowing through the network and extracts key features such as IP address, protocol type, 

and traffic patterns. 

 

When suspicious activity is detected, the system automatically blocks the attacker’s IP address and sends alerts to the 

administrator. A web-based dashboard is developed using Flask to display real-time network activity and alerts. The 

system also maintains logs for further analysis and security improvement. 

This approach increases detection accuracy, reduces response time, and provides better protection against both known 

and unknown cyber threats. 

 

 

 

With the advancement of technology, computer networks have become an essential part of everyday life. People and 

organizations use networks for communication, storage, and various business operations. However, this increased 

dependence also makes systems more vulnerable to cyberattacks. 

 

Cyber threats such as phishing, malware, denial-of-service attacks, and unauthorized access are becoming more 

common. Traditional security systems like firewalls and signature-based intrusion detection systems are not sufficient 

to handle these modern threats. These systems can only detect attacks that match known patterns and fail when new 

types of attacks occur. 

 

To overcome these limitations, there is a need for intelligent systems that can learn and adapt. Machine learning 

provides a powerful solution by analyzing patterns in data and identifying unusual behavior. 

 

In this project, we design and implement an Intrusion Detection and Prevention System using machine learning. The 

system continuously monitors network traffic, analyzes data, and detects suspicious activities in real time. Once a threat 

is identified, it automatically takes action to prevent damage.The system also includes a user-friendly dashboard for 

monitoring network activity and alerts. This improves both security and usability. 

 

 

Existing network security solutions mainly depend on firewalls and signature-based intrusion detection systems. These 

systems work by comparing incoming traffic with a database of known attack signatures. 

Although these systems are effective for detecting known threats, they have several limitations: 

  They cannot detect new or unknown attacks  
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  They depend heavily on predefined rules  

  They require frequent updates to stay effective  

Another drawback is the lack of behavior analysis. These systems do not analyze how traffic behaves over time, 

making it difficult to identify unusual patterns. 

In addition, most existing systems only generate alerts when a threat is detected. They do not take automatic action to 

stop the attack. This means administrators must manually respond, which can delay the response and increase the risk 

of damage. 

Because of these limitations, traditional systems are not suitable for modern cybersecurity needs. 

.  

 

The proposed system introduces a smart Intrusion Detection and Prevention System using machine learning techniques. 

Unlike traditional systems, this model does not depend only on predefined rules. Instead, it learns from data and 

identifies abnormal patterns in network traffic. 

The system performs the following tasks: 

 

  Continuously monitors network traffic  

  Extracts important features from data  

  Uses XGBoost algorithm for classification  

  Detects both known and unknown attacks  

Once a threat is detected: 

  The attacker’s IP address is blocked automatically  

  Alerts are sent to the administrator  

  Attack details are stored for future analysis  

A web dashboard is provided to visualize: 

  Network traffic  

  Alerts  

  System performance  

This system improves detection accuracy, reduces manual effort, and provides faster response to attacks. 
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 i. Network Traffic Monitoring 

The system continuously monitors all incoming and outgoing traffic. It captures packets and collects information such 

as: 

  Source IP  

  Destination IP  

  Protocol type  

  Packet size  

This step helps in identifying unusual activities. 

 

ii. Feature Extraction 

After collecting data, important features are extracted. These include: 

  Packet length  

  Connection time  

  Port numbers  

  Traffic patterns  

These features help the model understand the behavior of the network.

 

iii. Data Preprocessing 

Before training, the data is cleaned and prepared: 

  Duplicate data is removed  

  Missing values are handled  

  Data is converted into numerical form  

This improves the performance of the machine learning model.. 

 

iv. Model Training 

In this stage, the prepared dataset is used to train the machine learning model so that it can correctly identify normal 

and malicious network traffic. 

First, the dataset is divided into two parts: 

  Training data – used to train the model  

  Testing data – used to check the model performance  

The XGBoost algorithm is then applied to the training data. It learns patterns by analyzing different features such as 

packet size, protocol type, and connection duration. The model builds multiple decision trees step by step, where each 

new tree improves the accuracy of the previous one. 

During training, the model adjusts its internal parameters to reduce errors in prediction. This process continues until the 

model reaches a good accuracy level. 

After training is completed, the model is tested using unseen data to evaluate how well it can detect attacks. 

Performance metrics such as: 

  Accuracy  

  Precision  

  Recall  

  F1-score  

are used to measure how effectively the model works. 

This training process helps the system become intelligent and capable of identifying both normal and malicious traffic. 

 

v. XGBoost Algorithm 

XGBoost (Extreme Gradient Boosting) is a powerful machine learning algorithm used for classification and prediction 

tasks. 

It works by combining multiple weak models (decision trees) to create a strong model. Each tree focuses on correcting 

the mistakes made by the previous trees. This process improves the overall accuracy of the system. 

The main advantages of using XGBoost are: 

  High accuracy in prediction  

  Fast processing speed  

  Ability to handle large datasets  
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  Works well with structured data  

In this project, XGBoost analyzes network traffic features and predicts whether the traffic is normal or an attack. 

Because of its efficiency and reliability, it is widely used in cybersecurity applications. 

 

vi. Real-Time Traffic Analysis 

After the model is trained, it is applied to real-time network traffic.The system continuously captures incoming packets 

and sends them to the trained model. The model analyzes each packet instantly and checks for abnormal behavior. 

 

This process happens very fast, allowing the system to detect threats without delay. Real-time analysis is important 

because it helps stop attacks before they cause damage.The system keeps running continuously, ensuring constant 

monitoring of the network. 

 

vii. Threat Detection 

When the model detects unusual or suspicious behavior, it classifies the traffic as a threat. 

The detection process is based on: 

  Deviation from normal patterns  

  Abnormal traffic flow  

  Suspicious IP activity  

 

The system may also identify the type of attack, such as: 

  Unauthorized access  

  Malware activity  

  Network scanning  

Once a threat is detected, the system immediately marks it and prepares for further action. 

 

viii. Threat Prevention 

After detecting a threat, the system takes immediate action to prevent damage. 

Unlike traditional systems that only generate alerts, this system actively blocks harmful activity. Prevention actions 

may include: 

  Stopping malicious packets  

  Blocking suspicious connections  

  Restricting access to the network  

This automatic response reduces the time taken to handle attacks and improves overall security. 

 

ix. Automatic IP Blocking 

One of the key features of this system is automatic IP blocking. 

When a malicious source is identified, the system adds the attacker’s IP address to a block list using firewall rules. This 

prevents the attacker from sending further requests to the network. 

This process is fully automatic and does not require human intervention. It helps in quickly stopping repeated attacks 

from the same source. 

 

x. Reporting and Alerting 

The system keeps a complete record of all detected threats and actions taken. 

It generates: 

  Logs of network activity  

  Details of detected attacks  

  Information about blocked IPs  

 

Alerts are sent to the administrator through: 

  Dashboard notifications  

  Email alerts (if configured)  

These reports help administrators understand attack patterns and improve security measures in the future. 
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The system architecture of the Intrusion Detection and Prevention System (IDPS) is designed to provide real-time 

monitoring, analysis, and protection of network traffic using machine learning techniques. The architecture begins with 

a user-friendly web application through which the administrator can interact with the system. This interface displays 

important information such as attack logs, detected anomalies, and overall network activity in a clear and visual format. 

The web application communicates with the backend server, which acts as the central processing unit of the system. 

 

The backend server receives data either from the network or user inputs and processes it before sending it to the trained 

machine learning model. The model, stored as a serialized (.pkl) file, is loaded into the system and used for prediction. 

It analyzes the incoming data using the XGBoost algorithm and determines whether the traffic is normal or malicious. 

If any abnormal behavior is detected, it is classified as an anomaly. 

 

Once an anomaly is identified, the system triggers appropriate actions such as generating alerts and preparing for 

preventive measures like blocking the attacker’s IP address. All detected threats and related information are stored in a 

database for future reference, analysis, and auditing. This stored data helps in understanding attack patterns and 

improving the system over time.Finally, the processed results, including detected anomalies and alerts, are sent back to 

the web application and displayed to the administrator. This allows continuous monitoring and quick decision-making. 

Overall, the architecture ensures smooth data flow between components, accurate threat detection using machine 

learning, and immediate response to potential cyber threats, making the system efficient and reliable for modern 

network security. 

 

 

 
 

SYSTEM INITIALIZATION 
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PACKET THREAT SCANNING 

 

 
 

REAL-TIME MONITORING 

 

 
 

THREAT ANALYSIS VISUALIZATION 
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EMAIL THREAT NOTIFICATION 

 

 

The Intrusion Detection and Prevention System (IDPS) developed in this project provides a smart and efficient solution 

for handling modern network security challenges. As cyber threats continue to grow in number and complexity, 

traditional security systems are no longer sufficient. This project successfully demonstrates how machine learning can 

be used to improve the detection and prevention of cyberattacks. 

 

The system continuously monitors network traffic and analyzes it using the XGBoost algorithm. By learning patterns 

from data, it can accurately distinguish between normal and malicious activities. One of the key advantages of this 

system is its ability to detect not only known attacks but also new and unseen threats based on abnormal behavior. 

 

Another important feature of the system is its automated response mechanism. When a threat is detected, the system 

immediately blocks the attacker’s IP address and generates alerts for the administrator. This reduces the time required 

to respond to attacks and minimizes potential damage. The logging feature also helps in storing detailed information 

about attacks, which can be useful for future analysis and improving security strategies. 

 

The web-based dashboard plays a significant role in making the system user-friendly. It provides real-time visualization 

of network traffic, detected anomalies, and system performance. This allows administrators to easily monitor the 

system and take necessary actions when required. 

 

Overall, the proposed IDPS improves detection accuracy, reduces manual work, and provides faster response to threats. 

It is a reliable and scalable solution that can be used in different network environments. The project clearly shows how 

integrating machine learning with security systems can enhance protection against cyber threats. 

 

Even though the current system performs effectively, there are many opportunities to enhance its capabilities in the 

future. 

One possible improvement is the use of advanced deep learning techniques such as Artificial Neural Networks (ANN), 

Convolutional Neural Networks (CNN), or Recurrent Neural Networks (RNN). These models can analyze more 

complex patterns in network traffic and improve detection accuracy, especially for sophisticated attacks. 

 

The system can also be extended to support large-scale and distributed environments such as cloud computing and 

enterprise networks. By integrating with cloud platforms, the system can monitor traffic from multiple sources and 

provide centralized security management. 
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Another important enhancement is the integration of real-time threat intelligence. By connecting the system with 

external security databases and threat feeds, it can stay updated with the latest attack patterns and vulnerabilities. This 

will help the system adapt quickly to new cyber threats. 

 

The user interface can also be improved further by adding advanced visualization tools, interactive dashboards, and 

mobile notifications. This will make it easier for administrators to monitor the system remotely and respond to threats 

quickly.In addition, the system can be integrated with Security Information and Event Management (SIEM) tools. This 

will allow better coordination between different security systems and provide a more comprehensive security solution. 

 

Another future enhancement is the implementation of adversarial learning techniques. This will make the model more 

robust against attackers who try to bypass detection systems by manipulating input data. 

 

Finally, the system can be optimized for better performance by reducing processing time and improving resource 

efficiency. This will make it suitable for real-time applications with high network traffic.With these improvements, the 

proposed IDPS can become a more powerful, intelligent, and scalable solution for protecting modern networks from 

evolving cyber threats. 
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